
Privacy Policy 
 

Effective Date: 01/07/2023 

 

This Privacy Policy explains how ChainArQ ("we," "us," or "our") collects, uses, discloses, and protects 

personal data in accordance with the General Data Protection Regulation (GDPR) and other 

applicable data protection laws. It applies to all personal data collected through the ChainArQ.com 

website, mobile applications, and other services we offer (collectively, the "Services"). 

 

Personal Data We Collect 

We may collect and process the following categories of personal data: 

• Transaction information (such as wallet addresses, transaction history) 

• Financial information (such as bank account details, cryptocurrency wallet addresses) 

• Information provided by you in connection with customer support inquiries or surveys 

• Information collected automatically through cookies and similar technologies (such as IP 

address, browser type, device identifiers) 

• Other information you choose to provide to us 

 

Legal Basis for Processing Personal Data 

We process personal data based on the following legal grounds: 

•  

• Consent: We may process personal data based on your consent for specific purposes. You 

have the right to withdraw your consent at any time. 

• Legitimate interests: We may process personal data based on our legitimate interests, such 

as improving our Services, marketing our products, and protecting our legal rights. 

• Compliance with legal obligations: We may process personal data to comply with applicable 

laws and regulations. 

How We Use Personal Data 

We may use personal data for the following purposes: 

• Provide and maintain the Services 

• Process and complete cryptocurrency swap transactions 

• Communicate with you and respond to inquiries 

• Send you important service-related information and updates 

• Analyze and improve the Services 

• Protect against fraud and unauthorized access 

• Comply with legal obligations 

 



Sharing of Personal Data 

We may share personal data with third parties in the following circumstances: 

• With cryptocurrency network participants to complete swap transactions 

• With service providers and business partners who assist us in delivering the Services  

• With professional advisors such as lawyers and accountants for legal and financial 

compliance purposes 

• With law enforcement agencies, regulatory authorities, or other third parties if required to 

do so by law or to protect our legal rights 

• With your consent or at your direction 

International Data Transfers 

We may transfer and process personal data outside the European Economic Area (EEA) to countries 

that may not have the same level of data protection laws. In such cases, we will ensure appropriate 

safeguards are in place to protect your personal data in accordance with applicable laws. 

 

Data Retention 

We will retain personal data for as long as necessary to fulfill the purposes outlined in this Privacy 

Policy unless a longer retention period is required or permitted by law. 

 

Your Rights 

Subject to applicable law, you may have the right to: 

• Access, rectify, or delete personal data we hold about you 

• Restrict or object to the processing of your personal data 

• Request a portable copy of your personal data 

• Withdraw your consent at any time 

• Lodge a complaint with a data protection authority 

To exercise your rights or if you have any questions or concerns about our privacy practices, please 

contact us using the information provided below. 

 

Security Measures 

We take reasonable security measures to protect personal data against unauthorized access, 

alteration, disclosure, or destruction. However, no data transmission over the internet or electronic 

storage system is 100% secure. 

 

Updates to this Privacy Policy 

We may update this Privacy Policy from time to time. Any changes will be effective when we post the 

revised Privacy Policy. We encourage you to review this Privacy Policy periodically for any updates. 

 



Contact Us 

If you have any questions or concerns about this Privacy Policy or our privacy practices, please 

contact us at: 

 

support@chainarq.com 


